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VPN Virtual Private Network
Windows UNIX

1S015408

ISMS

1999




ISMS 1S015048 OCED

Windows
UNIX

Eric Maiwald Network Security A Beginner's Guide Osborne/McGraw-Hill ISBN 0-07-213324-4
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CS
Algorithms CS580
Systems | (Compilers and Programming
Languages) CS502 565
gy::(;x;l (Networks and Operating CS503 536 636 638
L 2 Algorithms Y
* Artificial Intelligence CS572
. Complexity CS584
Databases CS541 542 641
Geometric Modeling, Visualization, and CS530 531 535
Graphics 586
Numerical Computing CS514 515 520 |614 615
500 600 Parallel and Distributed Computing CS525 603
Security CS526 555 626 655
Simulation and Modeling CS543 544
Software Engineering CS510

Purdue Web Site  http://www.purdue.edu/
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No No.

CS501 | Introduction to Computational Science CS590B | Topicsin Computational Molecular Biology
CS502 | Compiling and Programming Systems CSB590D | Security Aspectsin Distributed Systems
CS503_ | Operating Systems CS590E | Topical Lecturesin Information Security

CS510 | Software Engineering

CS514 | Numerical Analysis

CS515 | Numerical Linear Algebra

CS520 | Computational Methodsin Analysis
CS525 | Parallel Computing

CS590G | Capturing, Modeling, Rendering 3D Structures
CS590M | Geometric Modeling and Graphics (tentative)
CS590N | Embedded Systems Design

CS590R | Unknown Course Title

CS526 | Information Security CS590U | Access Control: Theory and Practice

€S530 | Introduction to Scientific Visualization CS603 | Advanced Topicsin Distributed Systems

CS531 | Computational Geometry CS614 Numerical Solution of Ordinary Differential Equations
CS535 | Interactive Computer Graphics CS615 Numerical Solution of Partial Differential Equations
CS536 | Data Communication and Computer Networks CS626 Advanced Information Assurance

CS541 | Database Systems CS635 Unknown Course Title

CS542 | Distributed Database Systems CS636 I nter networking

CS543 | Introduction to Simulation and Modeling of Computer Systems CS638 Multimedia Networking and Operating Systems

CS544 | Simulation and Modeling of Computer Systems
CSB55 | Cryptography

CS565 | Programming L anguages

CS569 | Introduction to Robotic Systems

CS572 | Heuristic Problem-Solving

Cs641 Multimedia Database Systems

CS650 Computational Aspectsof Parallel Processing
CS655 Advanced Cryptology

CS661 Formal Compiling Methods

CS574 | Advanced Computer Graphics Applications CS662 Pattern Recognition and Decision-Making Processes
CS580 | Algorithm Design, Analysis, and I mplementation CS668 Introduction to Artificial Intelligence

CS584 | Theory of Computation and Computational Complexity CS69%0 Seminar on Topicsin Computer Sciences

CS586 | Algorithmic Robotics CS690M | Advanced Dynamic Memory Management

CS590 | Topicsin Computer Sciences

Purdue Information Security

CS526 : Information Security

e Introduction: Role of security, Types of security,
Definitions.

e Classification Schemes, Access Control

o Formalisms: Information flow, Protection Models

e Policy: Risk Analysis, Policy Formation, Role of
audit and control

e Formal policy models.

e Cryptography: Cipher methods, Key management,
digital signatures

e Authentication and ldentity

(6| (6|06 (0|0 o

e System Design principles. TCB and security kernel
construction, Verification, Certification issues

Midterm Exam

o System Verification

e Network Security. Distributed cooperation and
commit, Distributed authentication issues.
Routing, flooding, spamming. Firewalls

*

Audit Mechanisms

Malicious Code: Viruses, Worms, etc.

Intrusion Detection and Response

Vulnerability Analysis

o(oe|o o e
* |6 (6 (0o 0

Physical threats, operational security, Legal and
Societal Issues

Final Exam

13 KatsuvaUchida__uchidak@qol.com |




° Information Security

Cryptography Advanced Information Assurance Advanced
Cryptology
° CS590D Security Aspects in Distributed
Systems CS590E Topical Lectures in InformationSecurity CS590U
Access Control Theoryand Practice
° (O]
1 Katsuvauchida___uchidak@aol.com |

http://www.mext.go.j p/a_menu/kagaku/chousei/

Information Assurance

CISSP
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e Windows

* Windows
P Windows
* (015
. Windows
[ )
. ISMS
[ ]
& 16
MSISTM Master of Science in Info. Security Technology & Management
MSISPM Master of Science in IS Policy & Management
*
& MSISTM
MSISTM
& MSISPM
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CSO Chief Security Officer:
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[
Conference
Global Information Assurance Certification
° GIAC
e SANS 2003 9
& Track 1  SANS Security Essentials Bootcamp and the CISSP 10 Domains
& Track 2 Firewalls, Perimeter Protection and VPNs
# Track 3 Intrusion Detection In-Depth
# Track 4 Hacker Techniques, Exploits and Incident Handling
& Track 5 Securing Windows
& Track 6  Securing Unix
& Track 7 Auditing Networks, Perimeters and Systems
& Track 8 System Forensics, Investigations, and Response
& Track 9  Security +STM
@ Track 11 SANS 17799 Security and Audit Framework
@ Track 12 SANS Security Leadership Essentials for Managers
2 KatsyvaUchica —uchidak@aol.con |
SANS
SANS Security Essentials Bootcamp and the CISSP 10 Domains
e SANS
TCP/IP
e SANS
Confidencality Integrity Availability Unix Windows
e SANS
e SANS
e SANS Windows Security
Windows 0s Windows 2000 Windows XP Windows .NET
Server Active Directory Windows
Microsoft
Windows 2000/XP/.NET
e SANS Unix Security
UNIX 0S
UNIX

23




SANS

Firewalls, Perimeter Protection and VPNs
e |P Stimulus/Response and Fragmentation

Complex IP Transports and Services
TCPdump, WINdump, Ethereal and Other Sniffers
Business Needs vs. Security
Static Packet Filtering
Stateful Packet Filtering and Inspection
Proxies
In-depth Coverage of Popular Firewall Products
I mplementing Security with Cisco Routers Intrusion Detection
Centralized Logging
Firewall Log File Analysis
Log File Alerting
IPSec, SSL, and SSH
Designing a Secur e Perimeter
" Cool Tools*
Network and Host Based Auditing

2 Katsuvauchida___uchidak@aol.com |

SANS

Intrusion Detection In-Depth

e TCP/IP for Intrusion Detection e |ntrusion Detection Using Snort
¢ TCPdump Review Introduction
¢ TCP/IP Communication Model M odes of Operation
¢ Fragmentation Writing Snort Rules
¢ICMP Configuring Snort asan IDS
¢ Stimulus and Response Output Analysis
¢Microsoft Networking and Security Advanced Topics
¢Domain Name System
¢Routing
@|Psec

e Network Traffic AnalysisUsingtcpdump e IDS Signaturesand Analysis

®o 0000

¢Introduction to TCPdump ¢ Intrusion Detection Architecture
eWriting TCPdump Filters ¢ A Close Look at the Famous Mitnick
¢TCPdump Filters Attack

¢Analysis of TCPdump Output ¢ Intrusion Detection Analysis
¢Advanced Analysis ¢ Common Errorsand How to Avoid
¢ Examining Datagram Fieldswith Them

TCPdump ¢ Trafficand Externals Analysis

25 KatsuvaUchida__uchidak@qol.com |




SANS

Hacker Techniques, Exploits and Incid
e Incident Handling Step-by-Step Computer
CrimeInvestigation
¢Preparation
<¢ldentification
¢Containment
¢Eradication
& Recovery
#Special Actionsfor Responding to Different
Types of Incidents
< ncident Record Keeping
<¢Incident Follow-Up
e Computer and Network Hacker Exploits
¢ Reconnaissance
4 Scanning
¢Intrusion Detection System Evasion
#Network-Level Attacks
#Gathering and Par sing Packets
#DNS | njection

#Operating System and Application-Level

Attacks
e®Web Application Attacks
¢Denial of Service Attacks

ent Handling

¢ Maintaining Access
& Coveringthe Tracks
& Putting It All Together

e Hacker Tools Workshop
¢ Hands-on Installation and Analysis
& General Exploits
& Other Attack Toolsand Techniques

26

SANS

Auditing Networks, Perimetersand Systems

e Auditing Principlesand Concepts

#Auditor'sRolein Relation to
#Benefits of Various Auditing Standar ds
and Certifications
#Basic Auditing and Assessing Strategies
#The Six-Step Audit Process

e Auditing the Perimeter

¢Overview
#Detailed Audit of a Router
¢ Testing the Firewall
#Testing the Firewall Rulebase
#Testing Third Party Software
#Reviewing Logsand Alerts
#TheToolsUsed
eWar Dialing
eWar Driving
e Auditing Web Based Applications - Hands-on

e Auditing Networkswith Nmap and Other Tools -
Hands-on
¢ Introduction
¢ Getting Started With Nmap
¢ Mapping Your Network
¢ Analyzing The Results
¢ Follow-on Activities
e Advanced Systems Audit: Windows NT/2000 - Hands-
on
¢ Auditing to Create a Secure Configuration
¢ Auditing to Maintain a Secure Configuration
¢ Auditing to Determine What Went Wrong
¢ Forensics

e Advanced Systems Audit: Unix - Hands-on
Auditing to Create a Secure Configuration
Auditing to Maintain a Secure Configuration
Auditing to Determine What Went Wrong
Forensics

L 2R 2% 2R 4
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SANS

System Forensics, Investigations, and Response
e Windows 2000/XP Forensics - Hands-On

e Forensic and Investigative Essentials- Hands-on

¢Incident Response and Forensics
#Forensic Theory on Any Operating Systems
#Hands-On Forensic Lab Configuration

e Basic Forensic Principles|llustrated with Linux -
HandsOn

¢Essential Forensic Tools

¢How to Collect and Protect Evidence - The
Disk Image

eHeart of the Crimein Linux

¢ Filesystem Forensics

#Network Forensics

#Analyzing a Real World Compromise

e The Coroner's Toolkit, TASK, and Autopsy -
Hands-On

& TCT Toolkit

& TASK Toolkit

¢ Creating Timelines

& Autopsy Forensic Browser

*
*
*
*
*

*

e Frameworksand Best Practices: Managerial and
al 1ssues

Leg
.

*

L 2R 2% 4

e Advanced Forensic - Hands-on

L 2R 2R 2R 2

e TheForensic Challenge

Windows L ive System Examination
Windows 2000 Imaging

Sear ching for clues

Registry and Information
Malicious Programs

Low-Level Analysis

A Framework for Forensics Concepts

L egal Permissionsand Restrictionson Internal
Investigations of I ncidents

Internet Service Providers

Law Enforcement

Evidence Integrity

Kernel Module Forensics

Malwar e Dissection and Analysis
Advanced /proc directory breakdown
Process Wiretapping

¢ TheForensic Challenge

28 KatauvaUchida__uchidak@aol.com |
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