Katsuya Uchida uchidak@gol.com

CISO Chief Information
Security Officer
CISO



1970

[1]

[2]

[3]



e TCP/IP

20 SANS [4]
14 Hacking Exposed

(1

Windows

Windows NT Windows 2000
Windows
Windows

e Windows
Kerberos

s
o Internet Explorer
o Windows
o Windows

UNIX
UNIX  UNIX

e UNIX

e UNIX

Active Directory

UNIX

PKI

IS



JPCERT/CC
IPA

CSI/FBI

30%

ISO17799
ISMS .

JPCERT/CC
[5]



[1] Stuart McClure, Joel Scambray, George
Kurtz: Hacking Exposed: Network Security
Secrets and Solutions, Third Edition,
2001, Osbone/McGraw-Hill

[2] Stephen Northcutt, Mark Cooper, Matthew
Fearnow, Karen Frederick, :

Intrusion

Signatures and Analysis , 2001,

[3] Mike Schiffman: Hacker’ s Challenge:
Test Your Incident Response Skills Using
20 Scenarios, 2001, Osbone/McGraw-Hill
The Twenty Most Critical Internet
Security Vulnerabilities (Updated) The
Experts’ Consensus
http://ww.sans.org/top20.htm
[5] JPCERT/CC
http://ww. jpcert.or . jp/form/HOWTO

[4]1

02001 ®2000 DO1999 01998 W1997 B199%

3
21001
4

90

.
:90’ 54&

1
1
s £0 72

.
270

.
.
* 60
.

NN NN

3
.50
£

:
2 a0f

.
.

» 30F
.

.

.

s 20F”
.

s 10"

( cel
PKI

ssL)

© 00 N O Ol B W N B

=
o

11
12 Windows

13 UNIX
14

15

16

17

18 1S017799 15408
19

20

21

22

23




